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TL;DR 
A new type of AI-powered fraud is sweeping across small and regional banks in the 
U.S., weaponizing trust, overwhelming fraud teams, and draining customer accounts at 
an alarming pace. This paper equips bank fraud practitioners with the intelligence, 
countermeasures, and management talking points needed to defend their institutions, 
before the next attack wave arrives. 

 
 
Executive Summary  
U.S. regional and community banks are under attack. A new generation of AI-powered 
impersonation schemes, sophisticated, scalable, and ruthlessly efficient, is targeting 
the institutions least equipped to absorb this wave of attacks. On February 12, 2026, 
fraud analysts recorded a staggering 1700% single-day spike in bank impersonation 
attacks, a data point that signals not an anomaly but an inflection point. 
 
These are not the crude phishing campaigns of a decade ago. Today's attackers deploy 
synthetic AI voices, real-time phone spoofing, and psychologically engineered scripts 
to deceive customers and overwhelm fraud operations simultaneously. The playbook is 
extremely effective against institutions that rely on manual review and outbound phone 
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verification, precisely the tools most regional and community banks have at their 
disposal. 
  
This paper presents a straightforward look at how these attacks work, why smaller 
institutions are the preferred target, and what fraud practitioners can do right now to 
build resilient defenses. It also equips operations leaders with the language and data 
needed to make the business case to executive management for urgent investment in 
automated digital countermeasures. 
 
 

1700% 
Attack Spike 

February 12, 2026 Single-Day Surge              

 
 

Understanding the Threat Landscape 
Impersonation fraud has become one of the most damaging forms of cybercrime. 
Criminals increasingly pose as banks, payment providers, and other trusted institutions 
to manipulate victims into revealing credentials or authorizing fraudulent transfers. 
According to the FBI’s Internet Crime Complaint Center (IC3), these schemes continue 
to generate hundreds of millions of dollars in losses each year. 
​
A November 2025 IC3 public service announcement warned that criminals 
impersonating financial institutions were using phone calls, emails, and text messages 
to convince victims that their accounts had been compromised. Victims were then 
pressured to move funds or disclose sensitive authentication information. In 2025 
alone, IC3 reported more than 5100 complaints related to these bank impersonation 
attacks, with losses exceeding $262 million. 
​
The most troubling development is not only the scale of losses. It is the growing 
precision with which criminal networks identify and target victims. 
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Why Regional and Community Banks Are in the Crosshairs 
Large money-center banks have invested hundreds of millions of dollars in fraud 
prevention infrastructure: real-time transaction monitoring, dedicated fraud operations 
centers, and deep integrations with core banking systems. Regional and community 
banks, institutions typically operating with assets under $10 billion, do not always 
enjoy these advantages. 
  
Criminals understand this asymmetry intuitively. Smaller banks are 'softer targets' for 
three interconnected reasons: 
  

●​ Limited fraud operations capacity. A community bank may have a fraud 
team of 2-5 analysts handling the same alert volume that a regional bank 
would manage with a team of 20-25. 

●​ Dependence on third-party processors. Smaller institutions frequently 
rely on external online banking vendors (e.g, Jack Henry, Fiserv, FIS), 
which can slow the speed of configuration changes needed to respond to 
an active attack. 

●​ Lower customer skepticism threshold. Customers of well-known 
national brands may be somewhat conditioned to question unsolicited 
contact. Customers of a regional or community bank, where they expect 
and value personal service, are more likely to trust a call appearing to 
come from 'their bank.' 
 

Fast Fact 
The FDIC reports that as of year-end 2025, 4421 community banks hold 
approximately 15% of total U.S. banking assets but serve the majority of rural 
and small business customers, demographics with lower digital fraud awareness 
and higher susceptibility to social engineering. 

​
 

The AI Amplification Effect  
What has changed most dramatically in the past 12 months is not the basic modus 
operandi (MO) of impersonation fraud, but the speed and scale at which attacks can 
now be executed. AI has transformed what was once a labor-intensive, expert fraud 
MO into a mass production operation. 
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AI tools enable criminal groups to: clone a bank's Interactive Voice Response (IVR) 
system with a few hours of recorded audio; generate real-time, contextually 
appropriate responses during customer calls; run hundreds of simultaneous spoofed 
call campaigns from a single operator console; and A/B test social engineering scripts 
and emails across different demographics to optimize conversion rates. 
  
The February 12 spike, 1700% above baseline in a single day, is a direct result of this 
capability. A coordinated AI-driven campaign can now target dozens of banks 
simultaneously, flood their fraud queues with alerts, and jam customer-facing phone 
lines, all while the actual account takeovers proceed with minimal human oversight on 
the attacker's side. 
 
 

 
Analyst 

Note 

AI is not merely accelerating fraud, it is restructuring the economics of 
fraud. The cost to execute a sophisticated impersonation campaign has 
fallen by an estimated 90% in two years, according to fraud 
intelligence platforms tracking dark web service pricing. 

 

 
The Anatomy of a Bank Impersonation Attack 

To defend against these attacks, fraud teams must first understand them with clinical 
precision. The modern bank impersonation attack unfolds in five distinct phases, each 
engineered to defeat a specific layer of traditional fraud defense. 
  

Phase 1: Reconnaissance 
Attackers begin by identifying vulnerable banks through open source intelligence 
(OSINT). They scrape regulatory filings, social media, dark web fraud forums, and 
review sites to identify vulnerabilities. This intelligence informs target selection and 
script customization. 
  

Phase 2: Customer Data Acquisition 
Before the first call is made, attackers obtain basic customer data: names, account 
numbers, phone numbers, from a combination of dark web credential markets, data 
broker aggregators, and prior phishing campaigns. The 2024 IBM Cost of a Data Breach 
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Report found that stolen credentials remain the most common initial attack vector, 
involved in 16% of all incidents. This data enables attackers to open calls with specific, 
trust-building details that make them seem unmistakably legitimate. 
  

Phase 3: The Spoofed Call and Credential Harvesting 
The attack begins with an outbound call to the customer. The caller ID displays the 
bank's genuine phone number, a trivially easy manipulation available through dozens of 
commercial Voice over IP (VoIP) services. An AI-generated voice, cloned from actual 
bank recordings, delivers a scripted alert about 'suspicious activity' on the customer's 
account. Or, alternatively, advanced human social engineers call and use a highly 
manipulative script. 
  
The customer is then directed to a fake replica of the bank's online banking portal, 
typically hosted on a domain registered within the past 48 hours. Akamai's 2024 State 
of the Internet Report documented a 150% YoY increase in banking phishing sites, with 
the average site now active for only 72 hours before takedown, long enough to harvest 
thousands of credentials. 
  
Once credentials are entered, attackers gain live access to the account. In many cases, 
the cyber-criminal remains on the line with the customer while simultaneously 
navigating the online banking portal, adding beneficiaries, and initiating wire transfers. 
  
Phase 4: “The Double Strike” 
This is the element that distinguishes sophisticated campaigns from opportunistic 
attacks: while account takeovers proceed, a second AI-driven campaign floods the 
bank's inbound and outbound phone lines with robocalls. This serves two purposes: it 
prevents legitimate customers from calling the bank to report fraud, and it prevents the 
bank's fraud team from reaching customers to verify suspicious transactions. 
 
  

 

Analyst 
Note 

The phone-line jamming tactic directly neutralizes the most common 
fraud response procedure: outbound verification calls. Banks that have 
not yet implemented digital-first verification channels are, in effect, 
defending with the attacker's preferred weapon turned against them. 
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Phase 5: Monetization 
Wire transfers and ACH payments are initiated to mule accounts by fraudsters, 
typically in amounts calibrated to stay below automatic hold thresholds. Funds are 
often moved through 2-3 intermediate accounts within hours, making recovery 
increasingly unlikely beyond the first 24-hour window. The FBI's Internet Crime 
Complaint Center (IC3) reported in its 2024 annual report that business email 
compromise and related wire fraud schemes, of which bank impersonation is a major 
component, caused losses exceeding $2.9 billion in the U.S. alone in the prior year. 
 
 

Responding to an Active Attack 
  

Slow the Money First 
In the first moments of a detected impersonation attack, the priority is not immediate 
identification, it is introducing friction. Every minute a fraudulent wire or payment 
remains in a review queue is a minute it has not been executed. Implement the 
following sequence: 
  

●​ Place all same-day wire and next-day ACH requests matching extremely 
high-risk alerts or priority alerts on immediate auto-hold until a  manual 
review is conducted. 

●​ Contact your wire processing vendor to temporarily lower the 
auto-release threshold, meaning, the dollar amount below which wires 
process without an investigator’s review. 

●​ Flag all accounts where a new external beneficiary was added in the 
preceding 72 hours for enhanced session monitoring. 

●​ Alert your bank's wire desk. If a fraudulent wire has been sent, the recall 
window is typically 4-6 hours before funds are dispersed. 

  

Automate and Digitize Customer Outreach 
Here is the most impactful operational shift a fraud team can make: replace outbound 
phone verification with automated, intelligent, digital outreach in real-time. The 
following data is straightforward: 
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Outreach Method Customer 
Response Rate 

Vulnerability During Attack 

Outbound Phone Call 25–30% Lines jammed; caller ID spoofed 
by attacker 

Automated Email 
(Verified Domain) 

60–70% Low; sender authentication via 
DMARC/DKIM 

RCS Verified Business 
Message 

84% Very low; cryptographically 
verified sender identity 

Multi-Party Outreach (All 
Account Holders) 

90%+ Very low; difficult to compromise 
all parties simultaneously 

  
Why RCS Is the Fraud Fighter's Most Underutilized Tool 
Rich Communication Services (RCS) is a next-generation messaging protocol 
supported natively by Google (Android) and Apple (iOS 18+) that fundamentally 
changes the trust equation for bank communications. Unlike standard SMS, RCS 
messages from registered businesses display the company's verified name, logo, and a 
blue checkmark indicating cryptographic sender verification, all rendered within the 
native messaging application. 
 
For fraud prevention, RCS offers a decisive advantage: a criminal who has successfully 
spoofed your bank's phone number cannot spoof your verified RCS business profile. 
When a customer receives an RCS message bearing your institution's brand mark and 
verified sender badge, alongside a transaction confirmation request, they are 
interacting with a communication that is nearly-impossible for an attacker to replicate 
without first compromising your organization's registered RCS credentials. 
 
 

The Next Wave: Self-Optimizing Attack Campaigns 
Today's AI-powered attacks are primarily executors: they scale human-designed 
scripts and tactics. The next expected evolution is qualitatively different: attacks that 
generate, test, and optimize their own social engineering strategies without human 
intervention. 
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Large Language Models (LLMs) can already generate thousands of variations of a fraud 
script in seconds, each subtly calibrated to different customer demographics, 
geographic regions, or account types. Applied to bank fraud, this means: 
  

●​ For example, a campaign targeting your agricultural lending customers 
might use harvest season and cash flow language, generated 
automatically by analyzing the bank's publicly available marketing 
materials. 

●​ Scripts that fail to convert will be automatically flagged, retrained against, 
and replaced with higher-performing variants within hours, a feedback 
loop no human fraud ring could match. 

●​ Customer and staff education programs will face a moving target. The 
social engineering story that employees learned to recognize last quarter 
may no longer be in active use, replaced by a script variation that exploits 
a different cognitive bias. 
 

  

 
Analyst 

Note 

Do not rely on customer education as a primary fraud prevention 
method. In a world of self-optimizing AI attack scripts, education is a 
necessary but wholly insufficient control. It is a “speed bump”, not a 
barrier. Your bank's fraud team must assume that some percentage 
of customers will always be successfully deceived. 

  

​
Making the Case to Management 
Fraud practitioners often find themselves in the uncomfortable position of needing to 
advocate urgently for investment in controls whose ROI only materializes when an attack 
does not succeed. This section provides concrete framing, data points, and arguments for 
making that case effectively to executive leadership and boards. 
  

Frame It as a Major Risk to Your Top and Bottom Lines 
The framing of fraud prevention as an operational expense is both inaccurate and 
strategically counterproductive. The accurate frame is enterprise risk management. 
More specifically, the risk of irreversible direct financial and reputational damage that a 
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single high-profile impersonation attack can inflict on a regional or community 
institution. 
  
Consider presenting the following scenario to your executive team: a single attack 
wave successfully compromises 30 customer accounts, with average losses of 
$85,000 per account. The direct loss is $2.55 million. But the compounding costs 
include regulatory notification requirements, potential Consumer Financial Protection 
Bureau (CFPB) scrutiny, local media coverage in the communities you serve, and the 
customer attrition that follows loss of trust. For a small bank with $2-3 billion in assets, 
this is not a rounding error, it is a major event. 
  

The Four Questions Every C-Suite Executive Will Ask 
Prepare specific, data-backed answers to these predictable objections: 
  
“What will this cost?'” 
Automated digital outreach platforms and RCS business messaging integrations are 
available at a fraction of the cost of even a single successful fraud event. Most 
platforms offer annual licenses with unlimited outreach capacity at 
$75,000-$100,000, with setup costs typically under $25,000 for regional/community 
bank scale. As mentioned above, a fraction of direct and indirect losses inflicted by a 
wave of attacks. 
  
“How do we know it will work?” 
Reference the documented 84% response rate data and contrast it with the known 
failure mode of phone verification during jamming attacks. The question is not whether 
digital verification works, because the data is clear. The question is whether your 
institution's current verification method will function at all during the specific attack 
scenario you now face. 
  
“Can't we just educate our customers?” 
Yes, and you should. But education is not a control. It is a supplement. Present the 
FTC's data showing that even highly educated consumers remain vulnerable to 
sophisticated social engineering, particularly when an attacker possesses specific 
account details that create false credibility. Layer education on top of technical 
controls, never in place of them. 
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“What are our peers doing?” 
Frame peer adoption as a competitive and reputational issue. Institutions that adopt 
automated digital outreach now will be able to market their fraud protection 
capabilities as a differentiator. Banks that suffer a publicized attack before adopting 
these controls will face the opposite narrative. Cite the American Bankers Association's 
2024 Bank Fraud Survey, which found that 73% of banks have accelerated fraud 
technology investment following the 2024 attack wave. Therefore, banks that delay 
this are increasingly becoming outliers. 
 
 

Conclusion: The Window is Narrow  
The 1700% attack spike recorded earlier this year is not a historical data point to be 
filed and forgotten. It is a signal: a preview of the scale, speed, and sophistication that 
AI-orchestrated fraud campaigns will bring to banking on a recurring basis. 
  
The institutions that emerge from this new threat environment in the strongest position 
will not be those with the largest fraud budgets. They will be those that moved earliest 
to replace phone-centric verification workflows with automated digital outreach, 
configured their alert architecture to filter signal from noise, and built relationships 
with their processors before an attack forced those conversations under duress. 
  
The window for proactive preparation is real, but it is not unlimited. Every week that an 
institution continues to rely on outbound phone calls as its primary fraud verification 
method is a week in which its defense architecture is optimally structured to fail 
against the specific attack its adversaries have already perfected. 
 
  

 
Final 

Recommendation 

Assign a fraud champion to own a 90-day implementation 
roadmap which includes the recommendations in this 
paper. Schedule a management-level briefing within 30 
days. The conversation is easier to have before an attack 
than after one. 

  
 

*** 
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About Refine Intelligence 
Refine Intelligence is a fraud prevention technology company that helps banks and 
credit unions combat the surge of AI-driven fraud and scams. The company enables 
financial institutions to securely engage customers during suspicious events, 
transforming real-time customer interactions into structured risk intelligence that 
accelerates fraud resolution and improves decision-making. Rather than replacing 
existing detection systems, Refine integrates with them to strengthen fraud operations, 
reduce manual reviews, and enhance investigative precision. Refine is backed by 
leading venture capital firms, including Glilot Capital, Fin Capital, SYN Ventures, Valley 
Ventures, and EJF Capital. 
 

 
Talk with one of our fraud experts. Today. 

 
*** 
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